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Agenda 
• Communication Resiliency Definition 
• Characteristics of Resilient Networks 
• Impending Challenges to Resilient Communications 
• Key Research Areas to Advance Resilient 

Communications 
• Collaboration for Next Generation Resilient 

Communications 
• Conclusion 
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Communications Resiliency 

“Acceptable level of service in the 

presence of faults or challenges to 

normal operations either due to 

natural or man-made effects” 
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Resilient Communication Components 

Fundamental 

Extended 
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Fundamental Resilient 
Communication Components 

Fundamental  
Components 

Availability 

Maintain
ability 

Reliability Integrity 

Security 
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Key Resilient Communication 
Components 

Key 
Resilient 

Components 

Survivability 

Fault 
Tolerance 

Traffic 
Performance 

Disruption 
Tolerance 
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Impending Challenges to Resilient 
Communications 

• Network complexity 
• Communications resource availability, especially 

spectrum 
• Managing the big data challenge 
• Securing the enterprise 
• Costs and changing economic models 



8 

Network Complexity 

• Plethora of Networks: PLMN, 2G/3G/4G, LMR, P25, Fiber, 
Microwave, Ethernet, WiFi, BlueTooth, aerial, others 

• Public Safety: Critical need for talk around networking 
during emergencies 

Source: Visualcomplexity.com 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=qntagjr5CWHCYM&tbnid=8nh8n6Q0ZYxOXM:&ved=0CAUQjRw&url=http://www.visualcomplexity.com/vc/index.cfm?trend=Co-Authorship&ei=HWAJUrj-NI-MyAGBtoDIDg&bvm=bv.50500085,d.aWc&psig=AFQjCNFV-zHuxGVeKlcwcLMl6Gepct7AMA&ust=1376432271114518
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Limitations in Spectrum:  Little available spectrum, Peak 
spectrum usage ~17% 

Communications Resource Availability – 
Wireless Spectrum 
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The National Wireless Innovation and Spectrum 
Sharing Initiative 

United States Presidential Memorandum, “Unleashing the 
Wireless Broadband Revolution”, directed the NTIA to: 
 
Wireless Spectrum R&D Senior Steering Group formed 
 
HR3630 congress bill 
 
NTIA created CSMAC sub-committees to make 
recommendations on spectrum sharing in 1755-1850MHz 
band and few other bands 
 
DOD announcement on possible spectrum sharing in the 
1755-1850MHz band 

June, 2010 

Nov, 2010 

Mar, 2012 

May, 2012 

Jul, 2013 
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Exponential Wireless Growth 
- Some Examples 

87% of American adults on 
a cell phone, and 45% of 
those are smart phones 

82% take pictures on their 
cell phones, up from 76% in 

2010 

29% check their bank 
account online, up from 

18% in 2011 

29% check their bank 
account online, up from 

18% in 2011 

29% check their bank 
account online, up from 

18% in 2011 71% of 
smartphone users that see 
TV ads will immediately do 

a mobile search 

The average American 
spends 30 minutes a day 

checking or updating social 
networks. 
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Managing the big data challenge 
• Huge explosion of data across the network 
• Communications network resiliency - capacity, 

throughput, latency and fault tolerance, will 
decide big data management and delivery 
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Costs and Changing Economic 
Models 

• Costs of access and 
maintenance to multiple 
networks – E.g. Public 
safety, Smart grid 

• Cost models for 
resiliency in sharing 

• Resiliency of user 
access – has economic 
opportunities and 
difficulties 
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Key Research Areas 
• Network Architecture 
• Cognitive RF Layer, devices, 

antenna systems 
• Medium access layer, policy 

implementation 
• Dynamic Routing, Transport: 

Alternative to IPvX? 
• Resilient applications 
• Data management systems for 

communications networking 
• Realistic Testbeds 
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Collaboration for Next Generation Resilient 
Communications 

Resilient Communications Innovation Ecosystem 
 

University 
Researchers 

Other Research 
Institutions 

Federal 
Regulators 

Standardization 
Bodies 

Device and 
Network 
OEMs 

Application 
Developers 

Service Providers: 
Commercial/ 

Governmental 

Users: Public Safety, 
Government 
Commercial 

Technology   Resiliency Security Cost 
Convenience 

Prime Vectors 
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Thank You! 
Rangam@inl.gov 

208-526-0870 

mailto:Lynda.Brighton@inl.gov
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